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STORAGE SYSTEM, STORAGE CONTROL
DEVICE, AND STORAGE CONTROL
METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2011-
178280, filed on Aug. 17, 2011, the entire contents of which
are incorporated herein by reference.

FIELD

The embodiments discussed herein relate to a storage sys-
tem, a storage control device, and a storage control method.

BACKGROUND

Inrecent years, a storage system using a plurality of storage
devices, such as an HDD (Hard Disk Drive), is widely used.
In such a storage system, in general, the safety of data to be
recorded is improved by performing recording control so that
data is redundantly recorded in two or more storage devices
using the RAID (Redundant Arrays of Inexpensive Disks)
technique.

Further, in a storage system in which data is made redun-
dant, if the use of one storage device is stopped due to a failure
etc., the data stored in the storage device the use of which is
stopped is rebuilt and stored in another storage device. Such
processing is called “rebuild processing” generally. In many
storage systems, a spare storage device called a hot spare is
provided and the rebuild processing is performed using the
hot spare in many cases. When a storage device fails, by
performing the rebuild processing immediately using a hot
spare as a data storage destination, it is possible to return a
state to the state where data is made redundant in a brief time
and to recover the safety of data in a brief time.

As a technique to recover the safety of data using a spare
storage device, for example, there is a method in which a
storage device having a high possibility of the occurrence of
a failure is estimated based on the number of times of occur-
rence of an error and the data of the storage device is copied
in advance in the spare storage device.

Further, as an example of control when a failure has
occurred in a storage device, there is a system that performs
control so that failure recovery processing is performed pref-
erentially over the normal read and write processing when
there is no margin in the degree of redundancy when a failure
has occurred in a storage device. For example, the following
literature describes such conventional methods and systems.

Japanese Laid-open Patent Publication No. 2010-128773

Japanese Laid-open Patent Publication No. 2005-100259

Japanese Laid-open Patent Publication No. 05-314674

In the rebuild processing, data is read from at least one of
the remaining storage devices the use of which is continued
and the data is written to another storage device. Because of
this, while the rebuild processing is being performed, the
burden of access processing in the remaining storage devices
the use of which is continued and the burden of processing of
a control device configured to control access to the storage
device become heavy, and therefore, there is a possibility that
the speed of data access in response to a request from a host
device is reduced.

As described above, when the use of a storage device is
stopped in the state where data is made redundant, it is pos-
sible to recover the redundancy of the data in a brief time by
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performing the rebuild processing as soon as possible. How-
ever, if the rebuild processing is performed in a brief time
after the use of a storage device is stopped, there is a possi-
bility that the speed of data access in response to a request
from a host device is reduced during a predetermined period
after the use of a storage device is stopped.

SUMMARY

In one aspect of the embodiments, a storage system
includes a plurality of storage devices, and a control device
configured to control data recording in the plurality of storage
devices so that data to be recorded in the plurality of storage
devices is redundantly recorded in different storage devices,
wherein the control device includes one or a plurality of
processors configured to perform a procedure including: reg-
istering error information indicative of error occurrence con-
ditions in a memory for each storage device by monitoring an
occurrence of an error in each of the plurality of storage
devices; and determining, when the use of a first storage
device of'the plurality of storage devices is stopped, a timing
to perform rebuild processing to generate data stored in the
first storage device and to store the data in another storage
device based on past error occurrence conditions in the stor-
age devices other than the first storage device of the plurality
of storage devices by referring to the error information.

The object and advantages of the invention will be realized
and attained by means of the elements and combinations
particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the invention.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates a configuration example of a storage
system according to a first embodiment;

FIG. 2 illustrates a general configuration example of a
storage system according to a second embodiment;

FIG. 3 illustrates a hardware configuration example of a
CM;

FIG. 4 is a block diagram illustrating a configuration
example of processing functions of a CM;

FIG. 5 illustrates an example of information to be regis-
tered in a disk management table;

FIG. 6 illustrates an example of information to be regis-
tered in a RAID management table;

FIG. 7 illustrates an example of information to be regis-
tered in an error score table;

FIG. 8 illustrates a procedure example to perform rebuild
processing for a hot spare and copy back processing;

FIG. 9 is a diagram (of part 1) illustrating a transition
example of the disk management table and the RAID man-
agement table when performing the processing of FIG. 8;

FIG. 10 is a diagram (of part 2) illustrating the transition
example of the disk management table and the RAID man-
agement table when performing the processing of FIG. 8;

FIG. 11 is a diagram (of part 3) illustrating the transition
example of the disk management table and the RAID man-
agement table when performing the processing of FIG. 8;

FIG. 12 illustrates a procedure example to perform rebuild
processing for a replaced HDD;

FIG. 13 illustrates a transition example of the disk man-
agement table and the RAID management table when per-
forming the processing of FIG. 12;
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FIG. 14 is a flowchart illustrating a procedure example of
patrol processing by an error monitoring unit; and

FIG. 15 is a flowchart illustrating a procedure example of
rebuild control processing by the rebuild controller.

DESCRIPTION OF EMBODIMENTS

Several embodiments will be described below with refer-
ence to the accompanying drawings, wherein like reference
numerals refer to like elements throughout.

First Embodiment

FIG. 1 illustrates a configuration example of a storage
system according to a first embodiment.

A storage system 1 illustrated in FIG. 1 includes a plurality
of storage devices 11 to 15 and a control device 20. Each of
the storage devices 11 to 15 is a nonvolatile storage device,
such as an HDD and SSD (Solid State Drive). The number of
storage devices the storage system 1 includes may be any
number not less than two.

The control device 20 controls access from a host device,
not illustrated, to data recorded in the storage device included
in the storage system 1. Further, the control device 20 man-
ages data to be recorded in a predetermined number, not less
than two, of storage devices included in the storage system 1
so that the data is redundantly recorded in a plurality of
storage devices using the predetermined number of storage
devices.

Here, a unit of the storage devices in which data is managed
so as to be redundantly recorded in a plurality of storage
devices is called a “RAID group”. In the example of FIG. 1,
it is assumed that the four storage devices 11 to 14 belong to
one RAID group. For example, the control unit 20 manages
data in the storage devices 11 to 14 so that the data is redun-
dantly recorded in the two storage devices using any of
RAIDs-1, 4 and 5. Alternatively, the control device 20 may
manage data in the storage devices 11 to 14 so that the data is
redundantly recorded in the three storage devices using
RAID-6.

The control device 20 includes an error monitoring unit 21,
an error information storage unit 22, and a rebuild controller
23. Processing of the error monitoring unit 21 and the rebuild
controller 23 is realized when an unillustrated CPU (Central
Processing Unit) included in the control device 20 executes
predetermined programs. The error information storage unit
22 is realized by various kinds of nonvolatile storage devices,
such as an SSD. Note that, the error information storage unit
22 may be provided outside the control device 20.

The error monitoring unit 21 monitors an occurrence of an
error at least in the storage devices 11 to 14 belonging to the
RAID group and registers information indicative of error
occurrence conditions in the error information storage unit 22
for each storage device. Information indicative of error occur-
rence conditions includes, for example, an error occurrence
history for each storage device, an error score for each storage
device, which is incremented in accordance with error occur-
rence conditions.

Further, the error monitoring unit 21 inspects whether or
notan error has occurred by, for example, periodically access-
ing the storage devices 11 to 14. In addition, the error moni-
toring unit 21 may register the occurrence of an error in the
error information storage unit 22 if the error is detected, for
example, when the control device 20 accesses the storage
devices 11 to 14 in response to an access request from the host
device.
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The rebuild controller 23 performs “rebuild processing” to,
when the use of any of the storage devices 11 to 14 belonging
to the RAID group is stopped, generate the data stored in the
storage device the use of which is stopped and to store the data
in another storage device.

Here, the use of the storage device is stopped, for example,
when the storage device is no longer accessible due to a
failure, when the number of times of occurrence of an error
detected by the error monitoring unit 21 in the storage device
reaches a predetermined number, when the storage device is
detached for the purpose of replacement, etc.

Hereinafter, as an example, explanation is given on the
assumption that the use of the storage device 14 is stopped as
illustrated in FIG. 1.

In the rebuild processing, the rebuild controller generates
the data stored in the storage device 14 based on the data
stored in at least one of the storage devices other than the
storage device 14 the use of which is stopped of the storage
devices 11 to 14 belonging to the RAID group. For example,
if it is assumed that the write control by RAID-5 is performed
using the storage devices 11 to 14, the rebuild controller 23
restores the data stored in the storage device 14 by calculation
based on the data stored in the storage devices 11 to 13.
Further, when mirroring of data is performed using the stor-
age devices 11 to 14, the rebuild controller 23 reads mirror
data corresponding to the data stored in the storage device 14
from any of the storage devices 11 to 13.

It is possible to arbitrarily determine a data storage desti-
nation in the rebuild processing. For example, ifit is assumed
that the storage device 15 is a spare storage device provided in
advance in the storage system 1, it is possible to use the
storage device 15 as a data storage destination in the rebuild
processing as indicated by a dotted line arrow in FIG. 1.

When the use of the storage device 14 is stopped, the
rebuild controller 23 determines past error occurrence condi-
tions in the storage devices 11 to 13 based on the information
about the storage devices 11 to 13 registered in the error
information storage unit 22 and controls the timing to per-
form the rebuild processing based on the determination result.
In a case of determining that the past operating conditions of
at least one of the storage devices 11 to 13 are not favorable
based on the past error occurrence conditions, the rebuild
controller 23 performs the rebuild processing at an earlier
timing than in the other cases.

For example, when the error monitoring unit 21 registers an
error score in the error information storage unit 22 as
described above, the rebuild controller 23 determines that the
past operating conditions of the storage device are favorable
when the error score is less than a predetermined threshold
value because the number of times of occurrence of an error
in the past of the storage device corresponding to the error
score is small. Onthe other hand, when the error score is equal
to or greater than the predetermined threshold value, the
rebuild controller 23 determines that the past operating con-
ditions of the storage device corresponding to the error score
are not favorable. The rebuild controller 23 may determine
that the past operating conditions are favorable when no error
has occurred in the storage device in the past or may deter-
mine that the past operating conditions are not favorable
when an error has occurred at least once in the past.

Here, in the storage devices 11 to 14 belonging to the RAID
group, data is made redundant, and therefore, even when the
use of the one storage device 14 is stopped, it is possible to
continue data access processing based on a request from the
host device using the remaining storage devices 11 to 13. On
the other hand, in the rebuild processing, read from at least
one of the storage devices 11 to 13 the use of which is
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continued and write of data to another storage device, such as
the storage device 15, are performed. Because of this, during
the rebuild processing, the burden of access processing in the
storage devices 11 to 13 and of access control processing by
the control device 20 becomes heavy and there is a possibility
that the speed of data access in response to a request from the
host device is reduced.

When the use of the storage device 14 is stopped, by per-
forming the rebuild processing as soon as possible, it is pos-
sible to return the degree of data redundancy to the state
before the use is stopped in a brief time, and therefore, to
maintain the safety of data. On the contrary, by performing
the rebuild processing, there is a possibility that the speed of
data access in response to a request from the host device is
reduced.

In contrast to this, if it is possible to delay the timing to
perform the rebuild processing after the use of the storage
device 14 is stopped, it is made possible to perform the rebuild
processing during an arbitrary time zone during which access
to the storage device is less frequent, such as during the
non-operating time. On the other hand, as the timing to per-
form the rebuild processing is delayed, the period during
which the safety of data is reduced is prolonged.

The rebuild controller 23 estimates that the possibility that
a failure occurs in any of the storage devices 11 to 13 in the
future is high when the use of the storage device 14 is stopped
and the past operating conditions of at least one of the storage
devices 11 to 13 are not favorable. In this case, the rebuild
controller 23 determines that the rebuild processing should be
performed as soon as possible in order to maintain the safety
of data and performs the rebuild processing at an earlier
timing compared to the case where the past operating condi-
tions are favorable.

On the other hand, the rebuild controller 23 estimates that
the possibility that a failure occurs in any of the storage
devices 11 to 13 in the future is small when the use of the
storage device 14 is stopped and the past operating conditions
of all the storage devices 11 to 13 are favorable. In this case,
the rebuild controller 23 determines that the safety of data is
maintained without performing the rebuild processing during
a certain period and performs the rebuild processing at a
delayed timing compared to the case where the past operating
conditions are not favorable. Due to this, it is possible to
reduce the burden of access processing in the storage devices
11 to 13 and the burden of processing of the control device
during a certain period after the use of the storage device 14 is
stopped while maintaining the safety of data as much as
possible.

According to the processing of the rebuild controller 23
described above, by referring to the past error occurrence
conditions in the storage devices 11 to other than the failed
storage device 14, it is made possible to determine the timing
to perform the rebuild processing while maintaining the
safety of data stored in the storage devices 11 to 14 as much
as possible.

For example, when the use of the storage device 14 is
stopped, the rebuild controller 23 may change not only the
timing to perform the rebuild processing but also the data
storage destination in the rebuild processing in accordance
with the past error occurrence conditions in the storage
devices 11 to 13. For example, the rebuild controller 23 stores
the data stored in the storage device 14 in the spare storage
device 15 provided in advance in the storage system 1 when
the past operating conditions of at least one of the storage
devices 11 to 13 are not favorable. On the other hand, when
the past operating conditions of all the storage devices 11 to
13 are favorable, the rebuild controller 23, after detecting that
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the storage device 14 is replaced with a new storage device
14a, stores the data stored in the storage device in the replaced
storage device 14a (corresponding to the broken line arrow in
FIG. 1).

According to the latter processing, the new storage device
14q is mounted at the position at which the storage device 14
has been mounted, and therefore it is possible for the control
device 20 to continue access control in the RAID group by
returning the configuration of the RAID group to the state
before the use of the storage device 14 is stopped. Conse-
quently, it is possible to facilitate the management of the
RAID group by the control device 20 while maintaining the
safety of data as much as possible.

Further, when the storage device 15 is a so-called hot spare,
the rebuild controller 23, after storing the data in the storage
device 15 in the rebuild processing, when the storage device
14 is replaced with the new storage device 14a, performs
“copy back processing” to write back the data stored in the
storage device 15 to the new storage device 14a. In this case,
when the use of the storage device 14 is stopped and the past
operating conditions of all the storage devices 11 to 13 are
favorable as described above, the rebuild controller 23 need
not perform the copy back processing by changing the data
storage destination in the rebuild processing to the replaced
storage device 14a. Due to this, it is possible to further reduce
the burden of access processing in the storage devices 11 to 13
and 144 and the burden of processing by the control device
20.

Second Embodiment

Next, as a second embodiment, an example of a storage
system is explained, which includes a hot spare storage device
and at the same time, in which storage devices are managed
using RAID-6.

FIG. 2 illustrates a general configuration example of a
storage system according to the second embodiment. A stor-
age system 100 illustrated in FIG. 2 includes a controller
enclosure (CE) 200, a drive enclosure (DE) 300, and a host
device 400.

The controller enclosure 200 includes controller modules
(CM) 201 and 202. Each of the controller modules 201 and
202 reads and writes data from and to storage devices within
the drive enclosure 300 in response to a request from the host
device 400. The controller modules 201 and 202 manage
physical storage regions implemented by the storage devices
within the drive enclosure 300 by RAID and control access to
the physical storage regions.

It may also be possible to provide only one or three or more
controller modules within the controller enclosure 200. How-
ever, when the controller modules are provided in plurality,
the access control system to the drive enclosure 300 is made
redundant and reliability of the access control processing is
improved.

The drive enclosure 300 includes a plurality of storage
devices the access to which from the controller modules 201
and 202 is to be controlled. In the present embodiment, the
drive enclosure 300 is a disk array device including HDDs as
storage devices. As a storage device included in the drive
enclosure 300, it may also be possible to use another kind of
nonvolatile storage device, such as an SSD. Further, to the
controller enclosure 200, a plurality of the drive enclosures
300 may be connected.

The host device 400, in response to a user’s operation,
requests the controller modules 201 and 202 for access to the
HDD within the drive enclosure 300. The host device 400
may read data from the HDD within the drive enclosure 300
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or write data to the HDD within the drive enclosure 300
through one of the controller modules 201 and 202, for
example, in response to a user’s operation.

Both the controller modules 201 and 202 within the con-
troller enclosure 200 have the same configuration and are
capable of performing the same processing. Therefore, in the
following, only the controller module 201 is explained and
explanation of the controller module 202 is omitted.

FIG. 3 illustrates a hardware configuration example of a
controller module.

The whole of the controller module 201 is controlled by a
CPU 211. To the CPU 211, a RAM (Random Access
Memory) 212 and a plurality of peripherals are connected via
abus 217. The RAM 212 is used as a main storage device of
the controller module 201 and temporarily stores at least part
of'programs that the CPU 211 is caused to execute and various
kinds of pieces of data necessary for the processing by the
programs.

To the CPU 211, as examples of peripherals, an SSD 213,
an input I/F (interface) 214, a channel adapter (CA) 215, and
a drive interface (DI) 216 are connected.

The SSD 213 is used as a secondary storage device of the
controller module 201 and stores programs to be executed by
the CPU 211 and various kinds of pieces of data necessary to
execute the programs. As a secondary storage device, another
kind of nonvolatile storage device, such as an HDD, may be
used.

To the input I/F 214, an input device 214qa including an
operation key etc. is connected. The input I/'F 214 outputs, to
the CPU 211, a signal in response to an operation input to the
input device 214a.

The channel adapter 215 performs interface processing to
transmit and receive data between the host device 400 and the
controller module 201. The channel adapter 215 and the host
device 400 establish communication in accordance with, for
example, the Fibre Channel (FC) standards.

The drive interface 216 performs interface processing to
transmit and receive data between the drive enclosure 300 and
the controller module 201. The drive interface 216 and the
drive enclosure 300 establish communication in accordance
with, for example, the SAS (Serial Attached SCSI (Small
Computer System Interface)) standards.

FIG. 4 is a block diagram illustrating a configuration
example of processing functions of a controller module.

The controller module 201 includes an access controller
221, an error monitoring unit 222, and a rebuild controller
223. The processing of each processing block is implemented
by, for example, the CPU 211 of the controller module 201
executing predetermined programs. Further, in the storage
device of the controller module 201, a disk management table
230, a RAID management table 240, and an error score table
250 are stored. The disk management table 230, the RAID
management table 240, and the error score table 250 are
stored, for example, in the SSD 213.

The access controller 221 accesses the HDD within the
drive enclosure 300 in response to a request from the host
device 400. For example, the access controller 221, when
requested to read the data by the host device 400, reads the
requested data from a predetermined HDD within the drive
enclosure 300 and transmits the data to the host device 400.
On the other hand, the access controller 221, when requested
to write data by the host device 400, writes the data to be
written that is received from the host device 400 to a prede-
termined HDD within the drive enclosure 300.

Further, the access controller 221 manages the data
recorded in the HDD within the drive enclosure 300 by RAID
based on information set in the disk management table 230
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and the RAID management table 240. In the present embodi-
ment, it is made possible for the access controller 221 to
perform control of data recording using at least RAIDs-5 and
6.

The disk management table 230 retains an identification
number of the HDD and information indicative of the state of
the HDD for each HDD provided in the drive enclosure 300.
The RAID management table 240 retains an identification
number of the RAID group, the RAID level to be applied,
information indicative of the HDD belonging to the RAID
group, information indicative of the control state of the RAID
group, etc., for each RAID group managed using a predeter-
mined RAID level, respectively.

The access controller 221 determines, for example, the
HDD, which is the recording destination when data is
recorded, the RAID level used at the time of the recording,
etc., by referring to the RAID management table 240. Further,
it is possible for the access controller 221 to recognize the
state of the HDD by referring to the record of the disk man-
agement table 230 corresponding to the HDD registered in the
RAID management table 240.

Furthermore, when detecting an error based on the
response from the HDD of access destination when accessing
the HDD within the drive enclosure 300 in response to a
request from the host device 400, the access controller 221
notifies the error monitoring unit 222 of that an error is
detected along with information for identifying the HDD in
which the error is detected. There is also a case where the
access controller 221 accesses the HDD within the drive
enclosure 300 in response to a request from the error moni-
toring unit 222 or the rebuild controller 223.

The error monitoring unit 222 performs “patrol process-
ing” to periodically monitor the error occurrence conditions
of the HDD within the drive enclosure 300. In the patrol
processing, the error monitoring unit 222 causes the access
controller 221 to periodically transmit a predetermined com-
mand to each of the HDDs within the drive enclosure 300 and
determines the presence or absence of the occurrence of an
error from the response to the command. The error monitor-
ing unit 222 refers to a patrol flag, to be described later,
registered in the RAID management table 240 and when the
patrol flag is “1”, enhances the patrol by reducing the intervals
shorter between inspections of the error occurrence condi-
tions than when the patrol flag is “0”.

The error monitoring unit 222 registers the error occur-
rence conditions for each HDD in the error score table 250. In
the error score table 250, an error score is registered for each
HDD identification number. When detecting the occurrence
of an error, the error monitoring unit 222 increments the error
score within the error score table 250 corresponding to the
HDD in which the occurrence of an error is detected. The
error monitoring unit 222 may increment the error score
corresponding to the HDD in which an error is detected also
when notified of error detection from the access controller
221 at the time of access to the HDD in response to a request
from the host device 400.

Further, when the error score within the error score table
250 reaches a predetermined threshold value, the error moni-
toring unit 222 determines that the HDD corresponding to the
error score having reached the threshold value has failed. At
this time, the error monitoring unit 222 notifies the rebuild
controller 223 of that a failure has occurred along with the
identification information of the failed HDD. The error moni-
toring unit 222 may, for example, determine that the HDD has
failed and notify the rebuild controller 223 of that regardless
of'the error score also when detecting a serious error, such as
that it is impossible to connect to the HDD to be accessed, at
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the time of the patrol processing and the processing to access
the HDD by the access controller 221.

When the error monitoring unit 222 detects a failure of the
HDD within the drive enclosure 300, the rebuild controller
223 causes the access controller 221 to perform “rebuild
processing” to rebuild the data recorded in the failed HDD
and to store the data in another HDD. As will be described
later, the rebuild controller 223 determines the data storage
destination by the rebuild processing to one of a hot spare
HDD and a new HDD replaced with the failed HDD in accor-
dance with the past error occurrence conditions of other
HDDs belonging to the same RAID group to which the failed
HDD has belonged based on the error score of the error score
table 250.

Further, after causing the access controller 221 to perform
the rebuild processing using the hot spare HDD as the data
storage destination, the rebuild controller 223 causes the
access controller 221 to perform “copy back processing” to
write back the data of the hot spare HDD to the new HDD
after the replacement.

Furthermore, the rebuild controller 223 changes the RAID
level to be applied to the access controller 221 by updating
information of the disk management table 230 and the RAID
management table 240 accompanying the control of perform-
ing the rebuild processing and the copy back processing.

FIG. 5 illustrates an example of information to be regis-
tered in a disk management table. In the disk management
table 230, a record 231 is provided for each HDD within the
drive enclosure 300. In each record 231, “disk number” to
identify an HDD and “disk state” indicative of the state of an
HDD are registered.

The “disk number” is a number for the controller module
201 to manage each HDD connected to the controller module
201 and may be, for example, one to indicate the position of
an HDD in the drive enclosure 300. As in the example of FIG.
5, it is assumed that the disk number is expressed by “DISK
#xxxx” and in the following explanation, an HDD the disk
number of which is “DISK #xxxx” is simply called a “DISK
HXXxX”.

In the “disk state”, by the processing of the rebuild con-
troller 223, for example, information indicative of any of
“normal”, “normal HS”, “failed”, and “during being built” is
set.

The “normal” indicates that the corresponding HDD oper-
ates normally. However, when the corresponding HDD oper-
ates normally and the HDD is set as a hot spare, the “normal
HS” is set in the disk state. In the initial state of the storage
system 100, an HDD corresponding to a disk number deter-
mined in advance of the HDDs within the drive enclosure 300
is set as a hot spare.

The “failed” indicates that the corresponding HDD has
failed. The disk state is set to the “failed” when the error
monitoring unit 222 determines that the corresponding HDD
has failed. Until the HDD determined to have failed is
replaced with a new HDD, the disk state is left set to the
“failed”.

The “during being built” indicates that the rebuild process-
ing or copy back processing is being performed using the
corresponding HDD as the storage destination.

FIG. 6 illustrates an example of information registered in a
RAID management table. In the RAID management table
240, a record 241 is provided for each RAID group set in the
controller module 201. In each record 241, “RAID group
number”, “RAID level”, “number of used disks”, “RAID
group state”, “initial disk number”, “used disk number”, and
“patrol flag” are registered.
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The “RAID group number” is information for identifying a
RAID group. The “RAID level” indicates the RAID level set
to the corresponding RAID group. The “number of used
disks” indicates the number of HDDs belonging to the corre-
sponding RAID group.

The “RAID group state” is information indicating whether
the corresponding RAID group is normally operated. In the
“RAID group state”, by the processing of the rebuild control-
ler 223, for example, information indicating any one of “nor-
mal”, “degenerated”, “during rebuild”, “during copy back”,
“HS in use”, and “anomalous” is set.

The “normal” indicates that the corresponding RAID
group is operated normally. The “degenerated” may be set
only when the RAID level is set to RAID-6. The “degener-
ated” indicates a state where one of the HDDs belonging to
the corresponding RAID group is degenerated due to a failure
and the operation is continued by RAID-5 using the remain-
ing HDD:s.

The “during rebuild” indicates that the rebuild processing
is being performed using one of the HDDs belonging to the
corresponding RAID group as a storage destination. The
“during copy back” indicates that the copy back processing is
being performed using one of the HDDs belonging to the
corresponding RAID group as a storage destination.

The “HS in use” indicates that the corresponding RAID
group is operated normally, but, one of the HDDs belonging
to the RAID group is a hot spare. The “anomalous” indicates
a state where the corresponding RAID group is no longer
operable. For example, indicated is the state where it is not
possible to make data redundant due to a failure of an HDD
belonging to the RAID group.

Both the “initial disk number” and the “used disk number”
indicate HDDs belonging to the corresponding RAID group.
The box of the “initial disk number” is provided in the same
number as that set in the “number of used disks”. The box of
the “used disk number” is also provided in the same number
as that set in the “number of used disks”.

The “initial disk number” indicates the disk number of the
HDD initially set as an HDD belonging to the corresponding
RAID group. When the “RAID group state” is the “normal”,
the HDD corresponding to the number set in the “initial disk
number” is used actually. In the “initial disk number”, the disk
number indicating a hot spare HDD is not set.

The “used disk number” indicates the disk number of the
HDD currently used actually as one belonging to the corre-
sponding RAID group. When the “RAID group state” is the
“normal”, the disk numbers set in the “used disk number”,
respectively, agree with the disk numbers set in the “initial
disk number”, respectively. On the other hand, for example,
when the “RAID group state” is the “HS in use”, one “used
disk number” indicates the disk number of the hot spare HDD
and the disk number does not agree with the disk number set
in the corresponding “initial disk number”.

The “patrol flag” is flag information set by the rebuild
controller 223 and indicates whether or not the patrol by the
error monitoring unit 222 is enhanced. As will be described
later, the patrol is enhanced in the state where the degree of
data redundancy in the RAID group is lower than that in the
normal state (specifically, when the RAID level is changed
from RAID-6to RAID-5). Inthe “patrol flag”, “1”is set when
the patrol is enhanced and “0” is set when the patrol is not
enhanced. The initial value of the “patrol flag” is “0”.

FIG. 7 illustrates an example of information registered in
an error score table.

In the error score table 250, a record 251 is provided for
each HDD within the drive enclosure 300. In each record 251,
“disk number” to identify an HDD and “error score” incre-
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mented cumulatively each time an error is detected in the
corresponding HDD by the error monitoring unit 222 are set.
The initial value of the “error score” is “0”.

Next, the rebuild processing and the copy back processing
by the controller module 201 are explained.

The controller module 201 performs one of the rebuild
processing for the hot spare HDD and the rebuild processing
for the new HDD (hereinafter, referred to as a “replaced
HDD”) with which the failed HDD is replaced under the
control of the rebuild controller 223 when one of the HDDs
belonging to the corresponding RAID group has failed. Fur-
ther, when performing the rebuild processing for the hot
spare, the controller module 201 performs the copy back
processing for the replaced HDD after the failed HDD is
replaced.

FIG. 8 illustrates a procedure example to perform the
rebuild processing for the hot spare and the copy back pro-
cessing. FIG. 9to FIG. 11 illustrate transition examples of the
disk management table and the RAID management table
when performing the processing of FIG. 8. Using FIG. 8 to
FIG. 11, the rebuild processing for the hot spare and the
subsequent copy back processing are explained.

In the initial state of FIG. 8, for example, as illustrated on
the lower-left side of FIG. 8, four DISK #0000 to DISK #0003
of'the HDDs within the drive enclosure 300 belong to RAID
group “GP #00” operated by RAID-6. DISK #0100 provided
in the drive enclosure 300 is set as a hot spare.

FIG. 9 to FIG. 11 illustrate a record 241a corresponding to
the RAID group “GP #00” of the record 241 of the RAID
management table 240. Further, FIG. 9 to FIG. 11 also illus-
trate records 231a,2315,231¢,231d, and 231e corresponding
to the DISKs #0000, #0001, #0002, #0003, and #0100,
respectively, of the record 231 of the disk management table
230.

As illustrated on the upper side of FIG. 9, in the initial state
where the RAID group “GP #00” is operated normally, in the
“RAID group state” in the record 241a of the RAID manage-
ment table 240, the “normal” is set and both in the “initial disk
number” and in the “used disk number”, the DISK #0000 to
DISK #0003 are set. In the records 231a to 2314 of the disk
management table 230 corresponding to the disk numbers,
respectively, set in the “initial disk number”, the “normal” is
set in each “disk state”. Further, in the record 231e of the disk
management table 230 corresponding to the hot spare DISK
#0100, the “normal HS” is set in the “disk state”.

In the state described above, it is assumed that the error
monitoring unit 222 of the controller module 201 determines
that the DISK #0002 has failed (step S11 of FIG. 8). The error
monitoring unit 222 notifies the rebuild controller 223 of that
the DISK #0002 has failed. The rebuild controller 223
updates the “RAID group state” of the record 241a corre-
sponding to the RAID group “GP #00” to the “degenerated”
and at the same time, updates the “disk state” of the record
231c corresponding to the DISK #0002 to the “failed” as
illustrated on the lower side of FIG. 9.

By such table update processing, the rebuild controller 223
causes the access controller 221 to continue the operation of
the RAID group “GP #00” by RAID-5, the degree of data
redundancy of which is reduced (step S12 of FIG. 8). The
access controller 221, when recognizing that the “RAID
group state” of the record 241a corresponding to the RAID
group “GP #00” is updated to the “degenerated” and the “disk
state” of the record 231¢ corresponding to the DISK #0002 is
updated to the “failed”, performs data recording control by
RAID-5 using the DISKs #0000, #0001, and #0003 other than
the failed HDD.
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The rebuild controller 223 performs determination pro-
cessing, to be described later, and as a result of that, deter-
mines the hot spare DISK #0100 to be the data storage des-
tination in the rebuild processing. The rebuild controller 223
updates the “RAID group state” to the “during rebuild” in the
record 241a corresponding to the RAID group “GP #00”” and
atthe same time, updates the “used disk number” in which the
DISK #0002 has been set to the DISK #0100 as illustrated on
the upper side of FIG. 10. Further, the rebuild controller 223
updates the “disk state” of the record 231e corresponding to
the hot spare DISK #0100 to the “during being built”.

By such table update processing, the rebuild controller 223
causes the access controller 221 to start the rebuild processing
for the hot spare DISK #0100 (step S13 of FIG. 8). The access
controller 221 recognizes that the “RAID group state” of the
record 241a corresponding to the RAID group “GP #00” is
updated to the “during rebuild”. At the same time, the access
controller 221 recognizes that the data storage destination in
the rebuild processing is the DISK #0100 because the “used
disk number” corresponding to the failed HDD is updated to
the DISK #0100. The access controller 221 rebuilds the data
recorded in the failed DISK #0002 and stores the data in the
hot spare DISK #0100 based on the data recorded in the
DISKs #0000, #0001, and #0003.

While the rebuild processing for the DISK #0100 is being
performed, the access controller 221 also continues the pro-
cessing to access the HDD belonging to the RAID group “GP
#00” in response to a request from the host device 400.

Here, the method for rebuilding data in the rebuild process-
ing is explained complementarily.

In the state where the RAID group “GP #00” is operated
normally, the access controller 221 divides the data to be
written from the host device 400 into stripes and calculates
first and second parities by different calculation methods
based on two stripes (first and second stripes) of the divided
stripes. The access controller 221 records four pieces of data,
that is, the first and second stripes and the first and second
parities in the four DISKs #0000 to #0003 belonging to the
RAID group “GP#00” in such a manner that one piece of data
is allocated to one HDD. Further, the access controller 221
sequentially changes the allocation method of the first and
second stripes and the first and second parities to the DISKs
#0000 to #0003.

When rebuilding the first stripe recorded in the failed DISK
#0002, the access controller 221 reads the second stripe and
the first parity or the second parity from two of the remaining
DISKs #0000, #0001, and #0003 and restores the first stripe
by calculation based on the read data. When rebuilding the
second stripe recorded in the failed DISK #0002 also, the
access controller 221 similarly reads the first stripe and the
first parity or the second parity from two of the remaining
DISKs #0000, #0001, and #0003 and restores the second
stripe by calculation based on the read data. When rebuilding
the first parity or the second parity recorded in the failed
DISK #0002, the access controller 221 reads the first and
second stripes from two of the remaining DISKs #0000,
#0001, and #0003 and recalculates the first parity or the
second parity based on the read data.

When the rebuild processing for the DISK #0100 is com-
pleted, the rebuild controller 223 updates the “RAID group
state” of the record 241a corresponding to the RAID group
“GP #00” to the “HS in use” and at the same time, updates the
“disk state” of the record 231a corresponding to the DISK
#0100 to the “normal” as illustrated on the lower side of FIG.
10.

By such table update processing, the rebuild controller 223
causes the access controller 221 to provisionally operate the
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RAID group “GP #00” by RAID-6 using the hot spare HDD
(step S14 of FIG. 8). The access controller 221, when recog-
nizing that the “RAID group state” of the record 241a corre-
sponding to the RAID group “GP #00” is updated to the “HS
in use” and the “disk state” of the record 231¢ corresponding
to the DISK #0100 is updated to the “failed”, performs data
recording control by RAID-6 using the DISKs #0000, #0001,
#0100, and #0003 set in the “used disk™ of the record 241a.

After that, the failed DISK #0002 is replaced with a new
HDD by an administrator. The rebuild controller 223 detects
that the DISK #0002 is replaced through, for example, the
access controller 221 (step S15 of FIG. 8). The rebuild con-
troller 223 having detected that the DISK #0002 is replaced
updates the “RAID group state” of the record 241a corre-
sponding to the RAID group “GP #00” to the “during copy
back” and at the same time, updates the “disk state” of the
record 231c¢ corresponding to the DISK #0002 to the “during
being built” as illustrated on the upper side of FIG. 11.

By such table update processing, the rebuild controller 223
causes the access controller 221 to start the copy back pro-
cessing for the DISK #0002 (step S16 of FIG. 8). The access
controller 221 recognizes that the “RAID group state” of the
record 241a corresponding to the RAID group “GP #00” is
updated to the “during copy back”. At this time, the access
controller 221 recognizes that the data storage destination in
the copy back processing is the DISK #0002 because the
“disk state” of the record 231c¢ corresponding to the DISK
#0002 of the HDDs set in the “initial disk number” is updated
to the “during being built” and at the same time, recognizes
that the data in the copy back processing is read from the
DISK #0100 set in the “used disk number” corresponding to
the “initial disk number” in which the DISK #0002 is set. The
access controller 221 transfers the data recorded in the DISK
#0100 to the DISK #0002.

While the copy back processing for the DISK #0002 is
being performed, the access controller 221 also continues the
processing to access the HDD belonging to the RAID group
“GP #00” in response to a request from the host device 400.

When the copy back processing for the DISK #0002 is
completed, the rebuild controller 223 updates the “RAID
group state” of the record 241a corresponding to the RAID
group “GP #00” to the “normal” and at the same time, updates
the “disk state” of the record 231¢ corresponding to the DISK
#0002 to the “normal” as illustrated on the lower side of FIG.
11. By such table update processing, the rebuild controller
223 returns the RAID group “GP #00” to the normal operat-
ing state (step S17 of FIG. 8).

The access controller 221, when recognizing that the
“RAID group state” of the record 2414 corresponding to the
RAID group “GP #00” is updated to the “normal”, performs
data recording control by RAID-6 using the DISKs #0000 to
#0003 set in the “used disk” of the record 241a.

Further, the rebuild controller 223 updates the “disk state”
of the record 231e corresponding to the DISK #0100 to the
“normal HS” and returns the state to a state where the DISK
#0100 may be used as a hot spare.

Next, FIG. 12 illustrates a procedure example to perform
the rebuild processing for the replaced HDD. Further, FIG. 13
illustrates a transition example of the disk management table
and the RAID management table when the processing of FIG.
12 is performed. The rebuild processing for the replaced HDD
is explained using FIG. 12, FIG. 13, and FIG. 9 described
previously.

In the initial state of FIG. 12, as in FIG. 8 described previ-
ously, the four DISK #0000 to DISK #0003 of the HDDs
within the drive enclosure 300 belong to the RAID group “GP
#00” operated by RAID-6. The DISK #0100 provided in the
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drive enclosure 300 is set as a hot spare. At this time, the
record 241a corresponding to the RAID group “GP #00”” and
the records 231a to 231e corresponding to the DISKs #0000
to #0003 and #0100, respectively, are in the state illustrated on
the upper side of FIG. 9.

It is assumed that the error monitoring unit 222 of the
controller module 201 determines that the DISK #0002 has
failed in this state (step S21 of FIG. 12). The error monitoring
unit 222 notifies the rebuild controller 223 of that the DISK
#0002 has failed. The rebuild controller 223 updates the
“RAID group state” of the record 241a corresponding to the
RAID group “GP #00” to the “degenerated” and at the same
time, updates the “disk state” of the record 231¢ correspond-
ing to the DISK #0002 to the “failed” as illustrated on the
lower side of FIG. 9. By such table update processing, the
operation of the RAID group “GP #00” is continued by
RAID-5 (step S22 of FIG. 12).

The rebuild controller 223 performs determination pro-
cessing, to be described later, and determines that the data
storage destination in the rebuild processing is the HDD after
replacement as a result of the determination processing. In
this case, the rebuild controller 223 monitors whether the
failed DISK #0002 is replaced with a new HDD. Then, the
rebuild controller 223, when detecting that the DISK #0002 is
replaced with a new HDD (step S23 of FIG. 12), updates the
“RAID group state” of the record 241a corresponding to the
RAID group “GP #00” to the “during rebuild” and at the same
time, updates the “disk state” of the record 231¢ correspond-
ing to the DISK #0002 to the “during being built” as illus-
trated on the upper side of FIG. 13.

By such table update processing, the rebuild controller 223
causes the access controller 221 to start the rebuild processing
for the DISK #0002 (step S24 of FIG. 12). The access con-
troller 221 recognizes that the “RAID group state” of the
record 241a corresponding to the RAID group “GP #00” is
updated to the “during rebuild”. At this time, the access con-
troller 221 recognizes that the data storage destination in the
rebuild processing is the DISK #0002 because the “disk state”
of the record 231c¢ corresponding to the DISK #0002 having
been in the failed state is updated to the “during being built”.
The access controller 221 rebuilds the data recorded in the
failed DISK #0002 before the replacement based on the data
recorded in the DISKs #0000, #0001, and #0003 and stores
the rebuilt data in the replaced DISK #0002.

When the rebuild processing for the DISK #0002 is com-
pleted, the rebuild controller 223 updates the “RAID group
state” of the record 241a corresponding to the RAID group
“GP #00” to the “normal” and at the same time, updates the
“disk state” of the record 231c¢ corresponding to the DISK
#0002 to the “normal” as illustrated on the lower side of FIG.
13. By such table update processing, the rebuild controller
223 returns the RAID group “GP #00” to the normal operat-
ing state (step S25 of FIG. 12).

The access controller 221, when recognizing that the
“RAID group state” of the record 241a corresponding to the
RAID group “GP #00” is updated to the “normal”, performs
data recording control by RAID-6 using the DISKs #0000 to
#0003 set in the “used disk” of the record 241a.

When the rebuild processing is performed for the hot spare
HDD, as illustrated in FIG. 8, it is possible to start the rebuild
processing by allocating the hot spare HDD for the data
storage destination immediately after the HDD belonging to
the RAIG group has failed. Although the degree of redun-
dancy is reduced during the period until the rebuild process-
ing is completed, it is possible to return the degree of data
redundancy to the original state when the rebuild processing
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is completed. Consequently, it is possible to maintain the
safety of the data recorded in the HDD at a relatively high
level.

However, the hot spare HDD is merely a temporary data
storage destination, and therefore, when the rebuild process-
ing for the hot spare HDD is performed, the necessity to
perform the copy back processing for the replaced HDD will
arise after that. The copy back processing includes processing
to read data from the normal HDD of the HDDs belonging to
the RAID group, calculation processing in the controller
module 201 based on the read data, etc. Because of this, when
the copy back processing is performed while continuing the
access control processing in response to a request from the
host device 400, the burden of access processing in the HDD
belonging to the RAID group and the burden of processing of
the CPU 211 of the controller module 201 will increase. Due
to this, such a problem arises that there is a possibility that the
response speed for an access request from the host device 400
is reduced. In the worst case, there is a possibility that the
access to the HDD in response to a request from the host
device 400 is not able to be performed.

In order to avoid such a problem, there may be users who
desire to perform the rebuild processing for the replaced HDD
without using a hot spare HDD when an HDD has failed. As
illustrated in FIG. 12, in the case where the rebuild processing
for the replaced HDD is performed, when the rebuild process-
ing is completed, it is possible to operate the RAID group as
originally operated without performing the copy back pro-
cessing. As described above, when the copy back processing
is not performed, it is possible to accordingly reduce the
burden of access processing in the HDD and the burden of
processing of the CPU 211 of the controller module 201, and
therefore, it is possible to reduce the possibility that the
response speed for an access request from the host device 400
is reduced.

However, when performing the rebuild processing for the
replaced HDD, the possibility becomes higher that the period
of time from the occurrence of the failure of the HDD to the
completion of the rebuild processing is lengthened. During
the period until the rebuild processing is completed, the
operation is continued with RAID-6 changed to RAID-5, and
therefore, the state is brought about where the degree of data
redundancy is reduced. Because of this, when performing the
rebuild processing for the replaced HDD, there arises such a
problem that the safety of the data recorded in the HDD is
reduced compared to the case where the rebuild processing
for the hot spare HDD is performed. During the period until
the rebuild processing is completed, the operation is contin-
ued by RAID-5, and therefore, if another HDD fails, the
degree of data redundancy is lost. Further, if two HDDs fail in
the state where the operation is continued by RAID-5, part of
data will be lost. Then, the longer the period until the failed
HDD is replaced, the lower the level of safety of recorded data
becomes.

When one HDD belonging to the RAID group has failed,
the controller module 201 of the present embodiment deter-
mines whether the state where the degree of data redundancy
is reduced is a state where it is possible to maintain the safety
of'the recorded data at a certain level. When determining that
it is possible to maintain the safety of the recorded data at a
certain level, the controller module 201 performs the rebuild
processing using the replaced HDD as the data storage des-
tination after the failed HDD is replaced. Due to this, the
burden of access in the HDD and the burden of processing of
the controller module 201 are reduced while maintaining the
safety of the recorded data at a certain level. On the other
hand, when determining that it is not possible to maintain the
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safety of the recorded data, the controller module 201 per-
forms the rebuild processing using the hot spare HDD as the
data storage destination and prevents the level of the safety of
the recorded data from decreasing remarkably.

As described above, by automatically determining whether
to set the replaced HDD or the hot spare HDD as the data
storage destination at the time of rebuild processing, it is
made possible to maintain the safety of the recorded data at a
certain level while meeting the user desire to maintain the
response speed for an access request from the host device 400.

Hereinafter, the processing of the controller module 201 is
explained using a flowchart. In the following processing of
FIG. 14 and FIG. 15, it is assumed that the RAID level set to
the RAID group of processing target is RAID-6.

First, FIG. 14 is a flowchart illustrating a procedure
example of patrol processing by an error monitoring unit. The
processing of FIG. 14 is performed for each RAID group
registered in the RAID management table 240.

(Step S41) The error monitoring unit 222 resets the count
value of the time counting function thereof to “0”.

(Step S42) The error monitoring unit 222 causes the access
controller 221 to carry out an error inspection for the HDD
belonging to the RAID group.

Specifically, the error monitoring unit 222 reads the disk
number set in the “initial disk number” from the record 241
corresponding to the RAID group of processing target within
the RAID management table 240. Further, the error monitor-
ing unit 222 selects the disk number whose “disk state” in the
record 231 within the disk management table 230 corre-
sponding to each disk number is set to the “normal” from
among the read disk numbers and determines that the HDD
corresponding to the selected disk number is the target for
which the error inspection is carried out. The error monitoring
unit 222 notifies the access controller 221 of the disk number
of the HDD determined to be the target for which the error
inspection is carried out and requests the access controller
221 to transmit a predetermined command to the HDD for
which the error inspection is carried out.

The access controller 221 transmits a predetermined com-
mand to the HDD for which the error inspection is carried out
in response to a request from the error monitoring unit 222.
The access controller 221 determines, from the response to
the command transmission, the presence or absence of the
occurrence of an error in the HDD to which the command has
been transmitted and notifies the error monitoring unit 222 of
the determination result of an error for each HDD.

(Step S43) The error monitoring unit 222 determines
whether an error has occurred in the HDD by carrying out the
error inspection at step S42. When having received the noti-
fication of that an error has occurred in one or more HDDs
from the access controller 221 (S43: Yes), the error monitor-
ing unit 222 performs the processing of step S44. On the other
hand, when having received the notification of that no error
has occurred in all the HDDs from the access controller 221
(S43: No), the error monitoring unit 222 performs the pro-
cessing of step S48.

(Step S44) The error monitoring unit 222 notifies the
rebuild controller 223 of the disk number of the HDD in
which an error has occurred. The processing of step S44 may
be performed when it is determined that an error has occurred
at step S43 and the determination result at step S48, to be
described later, is “Yes”.

(Step S45) The error monitoring unit 222 increments by
“1” the error score of the error score table 250 corresponding
to the HDD in which an error has occurred. The error moni-
toring unit 222 may add a different value in accordance with
the kind of error that has occurred to the error score.
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(Step S46) The error monitoring unit 222 determines
whether the error score incremented at step S45 has reached
a predetermined value. When the error score has reached a
predetermined value (S46: Yes), the error monitoring unit 222
performs the processing of step S47 and on the other hand,
when the error score has not yet reached the predetermined
value (S46: No), the error monitoring unit 222 performs the
processing of step S48.

(Step S47) The error monitoring unit 222 determines that
the HDD the error score of which has reached the predeter-
mined value has failed. The error monitoring unit 222 notifies
the rebuild controller 223 of the disk number of the failed
HDD and the RAID group to which the HDD belongs.

When one HDD has failed, the rebuild controller 223 hav-
ing received the notification of the occurrence of a failure
starts to perform the processing of FIG. 15, to be described
later. However, when two or more HDDs have failed, the
rebuild controller 223, for example, stops the operation of the
RAID group.

(Step S48) The error monitoring unit 222 reads the value
set to the patrol flag from the record 241 corresponding to the
RAID group of processing target within the RAID manage-
ment table 240 and determines whether the patrol is
enhanced. When the patrol flag is “0” (S48: No), the error
monitoring unit 222 determines that the patrol is not
enhanced and performs the processing of step S49. On the
other hand, when the patrol flag is “1” (S48: Yes), the error
monitoring unit 222 determines that the patrol is enhanced
and performs the processing of step S50.

(Step S49) The error monitoring unit 222 sets a count upper
limit value to T1 (for example, 1.0 sec) and starts to count the
time.

(Step S50) The error monitoring unit 222 sets the count
upper limit value to T2 (for example, 0.2 sec) smaller than T1
and starts to count the time.

(Step S51) The error monitoring unit 222 determines
whether the count value of the time has reached the count
upper limit value set at step S49 or step S50 and when the
count upper limit value has been reached (S51: Yes), the error
monitoring unit 222 performs the processing of step S41. In
this manner, the error inspection for the HDD is carried out
again.

In the processing of FIG. 14 described above, when an
error is detected in the HDD belonging to the RAID group of
processing target (S43: Yes), the error monitoring unit 222
increments the error score corresponding to the HDD in
which an error is detected (S45). At this time, when the
incremented error score has reached a predetermined value
(S46: Yes), the error monitoring unit 222 notifies the rebuild
controller 223 of the occurrence of a failure (S47).

Note that the error monitoring unit 222 may notify the
rebuild controller 223 of the occurrence of a failure regardless
of the error score when, for example, a serious error is
detected in the error inspection at step S42 or in the process-
ing to access the HDD by the access controller 221 in
response to a request from the host device 400.

Further, in the processing of FIG. 14, when the patrol flag
is “1” (S48: Yes), the error monitoring unit 222 sets the
interval shorter between error inspections than when the
patrol flag is “0” (S48: No) (S50). Due to this, in the state
where the patrol flag is “17, the patrol for the HDD belonging
to the RAID group of processing target is enhanced.

FIG. 15 is a flowchart illustrating a procedure example of
rebuild control processing by the rebuild controller. The pro-
cessing of FIG. 15 is performed by the rebuild controller 223
when the error monitoring unit 222 notifies the rebuild con-
troller 223 of that the HDD has failed at step S47 of FIG. 14.
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The processing of FIG. 15 may be performed not only when
the HDD has failed but also when the use of the HDD is
stopped for some reason other than the occurrence of a fail-
ure.

(Step S61) The rebuild controller 223 receives notification
of'the disk number of the failed HDD and the RAID group to
which the HDD belongs from the error monitoring unit 222.
The rebuild controller 223 extracts the record 231 corre-
sponding to the disk number notified from the error monitor-
ing unit 222 from the disk management table 230 and updates
the “disk state” in the extracted record 231 to the “failed” At
the same time, the rebuild controller 223 extracts the record
241 corresponding to the RAID group notified from the error
monitoring unit 222 from the RAID management table 240
and updates the “RAID group state” in the extracted record
241 to the “degenerated”. Due to this, the rebuild controller
223 continues the operation of the RAID group to which the
failed HDD belongs by RAID-5 with which the degree of data
redundancy is reduced.

The processing of step S61 described above corresponds to
step S12 of FIG. 8 or step S22 of FIG. 12.

(Step S62) The rebuild controller 223 initializes the count
value of the time counting function thereof'to “0 and starts to
count the time.

(Step S63) The rebuild controller 223 selects one disk
number from among the disk numbers set in the “initial disk
number” and not selected yet in the record 241 extracted from
the RAID management table 240 at step S61. However, the
disk numbers to be selected at step S63 do not include the disk
number of the HDD determined to have failed at step S61.

(Step S64) The rebuild controller 223 determines the past
error occurrence conditions of the HDD indicated by the disk
number selected at step S63 based on the error score table
250. Specifically, the rebuild controller 223 reads the error
score corresponding to the disk number selected at step S63
from the error score table 250. When the read error score is
equal to or greater than a predetermined threshold value Th
(S64:Yes), the rebuild controller 223 performs the processing
of step S73. On the other hand, when the error score is less
than the threshold value Th (S64: No), the rebuild controller
223 performs the processing of step S65. Note that the thresh-
old value Th may be set to an arbitrary number not less than
one.

(Step S65) The rebuild controller 223 determines whether
all the disk numbers set in the “initial disk number” of the
record 241 extracted from the RAID management table 240 at
step S61 have already been selected. When there is a disk
number not selected yet (S65: No), the rebuild controller 223
performs the processing of step S63. On the other hand, when
all the disk numbers have already been selected (S65: Yes),
the rebuild controller 223 performs the processing of step
S66.

(Step S66) The rebuild controller 223 updates the “patrol
flag” of the record 241 extracted from the RAID management
table 240 at step S61 from “0” to “1”.

(Step S67) The rebuild controller 223 determines whether
notification of the occurrence of an error in one of the HDDs
indicated by the disk numbers selected at step S63 is received
from the error monitoring unit 222. Notification of the occur-
rence of error is received at step S67 when the error monitor-
ing unit 222 notifies the rebuild controller 223 of the occur-
rence of an error at step S44 of FIG. 14. When notification of
the occurrence of an error is received (S67: Yes), the rebuild
controller 223 performs the processing of step S72. On the
other hand, when notification of the occurrence of an error is
not received (S67: No), the rebuild controller 223 performs
the processing of step S68.
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(Step S68) The rebuild controller 223 determines whether
apredetermined time T has elapsed after the start of counting
of the time at step S62. When the time T has not elapsed yet
(S68: No), the rebuild controller 223 performs the processing
of step S69. On the other hand, when the time T has elapsed
(S68: Yes), the rebuild controller 223 performs the processing
of step S72.

(Step S69) The rebuild controller 223 determines whether
the failed HDD is replaced with a new HDD. When detecting
that an HDD is removed from the drive enclosure 300 and
then another HDD is mounted to the position from which the
HDD is removed, and communication with the mounted
HDD is enabled, the access controller 221 notifies the rebuild
controller 223 of that the HDD is replaced along with the disk
number of the replaced HDD. When the replacement of the
HDD is not detected (S69: No), the rebuild controller 223
performs the processing of step S67. On the other hand, when
the replacement of the HDD is detected (S69: Yes), the rebuild
controller 223 performs the processing of step S70.

(Step S70) The rebuild controller 223 returns the “patrol
flag” of the record 241 extracted from the RAID management
table 240 at step S61 to “0”.

(Step S71) The rebuild controller 223 causes the access
controller 221 to start the rebuild processing for the replaced
HDD. This processing is the same as that explained at step
S24 of FIG. 12. When the rebuild processing for the replaced
HDD is completed, the rebuild controller 223 returns the
RAID level of the RAID group for which the rebuild process-
ing has been completed to RAID-6 and returns the operating
state of the RAID group to the state before the HDD has failed
as explained at step S25 of FIG. 12.

(Step S72) The rebuild controller 223 returns the “patrol
flag” of the record 241 extracted from the RAID management
table 240 at step S61 to “0”.

(Step S73) The rebuild controller 223 causes the access
controller 221 to start the rebuild processing for the hot spare
HDD. The processing is the same as that explained at step S13
of FIG. 8. When the rebuild processing for the hot spare HDD
is completed, the rebuild controller 223 performs the process-
ing explained at steps S14 to S17 of FIG. 8.

In the processing of FIG. 15 described above, when an
HDD belonging to the RAID group operated by RAID-6 has
failed, the rebuild controller 223 determines the past error
occurrence conditions of other HDDs belonging to the same
RAID group (S64).

When the error score of any of the HDDs is equal to or
greater than the threshold value Th (S64: Yes), the rebuild
controller 223 estimates that the possibility is high that the
HDDs other than the failed HDD belonging to the same RAID
group fail in the future. In this case, the rebuild controller 223
determines that the rebuild processing should be performed
as soon as possible in order to keep the safety of data and
causes the access controller 221 to immediately perform the
rebuild processing for the hot spare HDD (S73). Due to this,
the length of the period during which the RAID group is
operated by RAID-5 lower in data redundancy than that at the
time of the normal operation is minimized and it is possible to
reduce the probability of the occurrence of the state where the
data redundancy is lost or part of data is lost when another
HDD fails.

On the other hand, when the error score of all the HDDs is
less than the threshold value Th (S64: No), the rebuild con-
troller 223 estimates that the possibility is small that the
HDDs belonging to the same RAID group other than the
failed HDD fail in the future. In this case, the rebuild control-
ler 223 determines that the safety of data is kept even if the
rebuild processing is not performed during a certain period,
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and therefore, does not perform the rebuild processing until
the failed HDD is replaced with a new HDD. Then, when the
failed HDD is replaced with a new HDD (S69: Yes), the
rebuild controller 223 causes the access controller 221 to
perform the rebuild processing for the replaced HDD (S71).
In this case, itis no longer necessary to perform the copy back
processing, and therefore, the burden of access processing in
the HDD within the RAID group and the burden of processing
of the CPU 211 of the controller module 201 are reduced.

As described above, by performing the rebuild processing
for the replaced HDD only when it is estimated that the
possibility is small that the HDDs belonging to the same
RAID group other than the failed HDD fail in the future, it is
possible to reduce the burden of access processing in the
HDD and the burden of processing of the CPU 211 of the
controller module 201 while maintaining the safety of data at
a certain level.

That is, it is made possible to maintain the safety of
recorded data at a certain level while making it possible to
respond to the desire of a user to maintain the response speed
for an access request from the host device 400. Further,
regardless of the user’s desire to use the operation method in
which the rebuild processing is performed immediately after
an HDD has failed or the operation method in which the
rebuild processing is performed after the failed HDD is
replaced, one of the operation methods is selected automati-
cally. Because of this, it is possible to obviate the necessity of
the setting operation by the user and to prevent the setting
from being forgotten or done erroneously while maintaining
the safety of data at a certain level.

Further, there is a case where the replacement work of a
failed HDD by a user is delayed for some reason. As the
period until the rebuild processing is started is lengthened
because of the delay in the replacement work of the HDD or
other reason, the probability becomes high that other HDD
belonging to the same RAID group fails. Because of this, the
rebuild controller 223 causes the access controller 221 to
perform the rebuild processing for the hot spare HDD (S73)
when a failed HDD is not replaced during the period from the
occurrence of a failure in the HDD until the elapse of the
predetermined time T (S68: Yes) even when it is estimated
that the possibility is small that an HDD other than the failed
HDD fails in the future (S64: No). Due to this, it is possible to
reduce the period during which the operation is performed by
RAID-5 reduced in data redundancy to the time T or less, and
therefore, the safety of data is improved.

Further, even when it is estimated that the possibility is
small that an HDD other than the failed HDD fails in the
future (S64: No), the rebuild controller 223 estimates that the
possibility is high that an HDD other than the failed HDD
fails when an error occurs in an HDD other than the failed
HDD (S67: Yes) during the period from the occurrence of a
failure in the HDD until the elapse of the predetermined time
T. In this case, the rebuild controller 223 causes the access
controller 221 to perform the rebuild processing for the hot
spare HDD (S73). Due to this, it is made possible to prevent
the safety of data from decreasing remarkably.

The rebuild controller 223 sets the patrol flag to “1” (S66)
when estimating that the possibility is small that the HDD
other than the failed HDD belonging to the same RAID group
fails in the future (S64: No). Then, the rebuild controller 223
leaves the patrol flag at “1” until the rebuild processing is
started. As illustrated in FIG. 14, in the state where the patrol
flag is “1”, the interval between the error inspections to be
carried out for the HDDs other than the failed HDD is short-
ened (S50) and the patrol is enhanced. By shortening the
interval between the error inspections to be carried out, it is
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made possible to detect the occurrence of a new error (S67) at
an early timing. During the period during which the patrol
flag is “1”, the data redundancy is reduced, but, it is possible
to detect the occurrence of a new error at an early timing as
described above, and therefore, it is possible to prevent a
further reduction in data redundancy and the occurrence of
data loss.

In the second embodiment described above, a case is
explained where in the normal operating state, the operation
is performed by RAID-6 with which data is made redundant
by being stored in three storage devices, but, it may also be
possible to make data redundant by storing the data in two
storage devices by applying, for example, RAIDs-1, 4, and 5
in the normal operating state. In this case, during the period
from when one HDD belonging to the RAID group fails until
the rebuild processing is completed, the state lasts where the
data redundancy is lost, but, by performing the processing of
FIG. 14 and FIG. 15, it is possible to reduce the probability
that the data loss occurs.

According to the storage system, the storage control
device, and the storage control method described above, it is
made possible to determine a timing to perform the rebuild
processing in accordance with the error occurrence condi-
tions in the storage device.

All examples and conditional language provided herein are
intended for the pedagogical purposes of aiding the reader in
understanding the invention and the concepts contributed by
the inventor to further the art, and are not to be construed as
limitations to such specifically recited examples and condi-
tions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although one or more embodiments
of the present invention have been described in detail, it
should be understood that various changes, substitutions, and
alterations could be made hereto without departing from the
spirit and scope of the invention.

What is claimed is:

1. A storage system comprising:

a plurality of storage devices; and

a control device configured to control data recording in the

plurality of storage devices so that data to be recorded in
the plurality of storage devices is redundantly recorded
in different storage devices,

wherein the control device includes one or a plurality of

processors configured to perform a procedure including:

registering error information indicative of error occur-
rence conditions in an error score table in a memory
for each storage device by monitoring an occurrence
of an error in each of the plurality of storage devices,
within a settable time limit; and

determining, when the use of a first storage device of the
plurality of storage devices is stopped, a timing to
perform rebuild processing to generate data stored in
the first storage device and to store the data in another
storage device based on past error occurrence condi-
tions in the storage devices other than the first storage
device of the plurality of storage devices by referring
to the error information,

wherein the registering the error information registers an

error score in accordance with the occurrence of an error
in the error information for each storage device, and

in a case where an error score corresponding to at least one

storage device other than the first storage device of the
plurality of storage devices is equal to or more than a
predetermined value when the use of the first storage
device is stopped, the determining a timing to perform
the rebuild processing determines the timing so that the
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rebuild processing is performed at a timing earlier than a
timing determined for a case where error scores corre-
sponding to all the storage devices other than the first
storage device are less than a predetermined value.

2. The storage system according to claim 1, further com-
prising a spare storage device to be used in place of any of the
plurality of storage devices,

wherein when the use of the first storage device is stopped,

the determining a timing to perform the rebuild process-
ing includes:

generating the data stored in the first storage device and

storing the data in the spare storage device in a case
where an error score corresponding to at least one stor-
age device other than the first storage device of the
plurality of storage devices is equal to or more than the
predetermined value; and

generating, after detecting that the first storage device is

replaced with a new storage device, the data stored in the
first storage device, and storing the data in the new
storage device in a case where error scores correspond-
ing to all the storage devices other than the first storage
device of the plurality of storage devices are less than the
predetermined value.

3. The storage system according to claim 2, wherein after
storing the data stored in the first storage device in the spare
storage device and when detecting that the first storage device
is replaced with a new storage device, the procedure further
includes writing back the data stored in the spare storage
device to the new storage device.

4. The storage system according to claim 2, wherein, in the
case where error scores corresponding to all the storage
devices other than the first storage device of the plurality of
storage devices are less than the predetermined value when
the use of the first storage device is stopped, the determining
a timing to perform the rebuild processing monitors the time
having elapsed from when the use of the first storage device is
stopped, and when the first storage device is not replaced by
the time a fixed time elapses, generates the data stored in the
first storage device, and stores the data in the spare storage
device.

5. The storage system according to claim 2, wherein, in the
case where error scores corresponding to all the storage
devices other than the first storage device of the plurality of
storage devices are less than the predetermined value when
the use of the first storage device is stopped, the determining
a timing to perform the rebuild processing monitors the
occurrence of an error in the storage devices other than the
first storage device of the plurality of storage devices, and
when an error occurs before the replacement of the first stor-
age device is detected, generates the data stored in the first
storage device, and stores the data in the spare storage device.

6. The storage system according to claim 5, wherein the
monitoring the occurrence of an error in each of the plurality
of storage devices is performed by periodically inspecting
whether an error has occurred in each of the plurality of
storage devices, and

the procedure further includes, in the case where error

scores corresponding to all the storage devices other
than the first storage device of the plurality of storage
devices are less than the predetermined value when the
use of the first storage device is stopped, shortening the
interval between the inspections of the occurrence of an
error compared to the interval before the stoppage of the
use of'the first storage device until the first storage device
is replaced.

7. A storage control apparatus that controls data recording
in a plurality of storage devices so that data to be recorded in
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the plurality of storage devices is redundantly recorded in
different storage devices, the storage control apparatus com-
prising:

amemory configured to record error information indicative

of error occurrence conditions in each of the plurality of
storage devices for each storage device; and

one or a plurality of processors configured to perform a

procedure including:

registering the error information in an error score table in
the memory by monitoring an occurrence of an error
in each of the plurality of storage devices, within a
settable time limit; and

determining, when the use of a first storage device of the
plurality of storage devices is stopped, a timing to
perform rebuild processing to generate data stored in
the first storage device and to store the data in another
storage device based on past error occurrence condi-
tions in the storage devices other than the first storage
device of the plurality of storage devices by referring
to the error information,

wherein the registering the error information registers an

error score in accordance with the occurrence of an error
in the error information for each storage device, and

in a case where an error score corresponding to at least first

storage device other than the first storage device of the
plurality of storage devices is equal to or more than a
predetermined value when the use of the first storage
device is stopped, the determining a timing to perform
the rebuild processing determines the timing so that the
rebuild processing is performed at a timing earlier than a
timing determined for a case where error scores corre-
sponding to all the storage devices other than the first
storage device are less than a predetermined value.

8. The storage control apparatus according to claim 7,

wherein when the use of the first storage device is stopped,

the determining a timing to perform the rebuild process-
ing includes:

generating the data stored in the first storage device and

storing the data in a spare storage device provided in
advance in a case where an error score corresponding to
at least one storage device other than the first storage
device of the plurality of storage devices is equal to or
more than the predetermined value; and

generating, after detecting that the first storage device is

replaced with a new storage device, the data stored in the
first storage device and storing the data in the new stor-
age device in a case where error scores corresponding to
all the storage devices other than the first storage device
of the plurality of storage devices are less than the pre-
determined value.

9. The storage control apparatus according to claim 8,
wherein after storing the data stored in the first storage device
in the spare storage device and when detecting that the first
storage device is replaced with a new storage device, the
procedure further includes writing back the data stored in the
spare storage device to the new storage device.

10. The storage control apparatus according to claim 8,
wherein, in the case where error scores corresponding to all
the storage devices other than the first storage device of the
plurality of storage devices are less than the predetermined
value when the use of the first storage device is stopped, the
determining a timing to perform the rebuild processing moni-
tors the time having elapsed from when the use of the first
storage device is stopped, and when the first storage device is
not replaced by the time a fixed time elapses, generates the
data stored in the first storage device, and stores the data in the
spare storage device.
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11. The storage control device according to claim 8,
wherein, in the case where error scores corresponding to all
the storage devices other than the first storage device of the
plurality of storage devices are less than the predetermined
value when the use of the first storage device is stopped, the
determining a timing to perform the rebuild processing moni-
tors the occurrence of an error in the storage devices other
than the first storage device of the plurality of storage devices,
and when an error occurs before the replacement of the first
storage device is detected, generates the data stored in the first
storage device, and stores the data in the spare storage device.

12. A storage control method in a storage system including
aplurality of storage devices and a control device configured
to control data recording in the plurality of storage devices so
that data to be recorded in the plurality of storage devices is
redundantly recorded in different storage devices, the storage
control method comprising:

registering, by the control device, error information indica-

tive of error occurrence conditions in an error score table
in a memory for each storage device by monitoring an
occurrence of an error in each of the plurality of storage
devices, within a settable time limit; and

determining, by the control device, when the use of a first

storage device of the plurality of storage devices is
stopped, a timing to perform rebuild processing to gen-
erate data stored in the first storage device and to store
the data in another storage device based on past error
occurrence conditions in the storage devices other than
the first storage device of the plurality of storage devices
by referring to the error information,

wherein the registering the error information registers an

error score in accordance with the occurrence of an error
in the error information for each storage device, and

in a case where an error score corresponding to at least one

storage device other than the first storage device of the
plurality of storage devices is equal to or more than a
predetermined value when the use of the first storage
device is stopped, the determining a timing to perform
the rebuild processing determines the timing so that the
rebuild processing is performed at a timing earlier than a
timing determined for a case where error scores corre-
sponding to all the storage devices other than the first
storage device are less than a predetermined value.

13. The storage control method according to claim 12,
wherein when the use of the first storage device is stopped, the
determining a timing to perform the rebuild processing
includes:

generating the data stored in the first storage device and

storing the data in a spare storage device provided in
advance in a case where an error score corresponding to
at least one storage device other than the first storage
device of the plurality of storage devices is equal to or
more than the predetermined value; and

generating, after detecting that the first storage device is

replaced with a new storage device, the data stored in the
first storage device and storing the data in the new stor-
age device in a case where error scores corresponding to
all the storage devices other than the first storage device
of the plurality of storage devices are less than the pre-
determined value.

14. The storage control method according to claim 13,
further comprising, after storing the data stored in the first
storage device in the spare storage device and when detecting
that the first storage device is replaced with a new storage
device, writing back the data stored in the spare storage
device to the new storage device.
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15. The storage control method according to claim 13,
wherein, in the case where error scores corresponding to all
the storage devices other than the first storage device of the
plurality of storage devices are less than the predetermined
value when the use of the first storage device is stopped, the
determining a timing to perform the rebuild processing moni-
tors the time having elapsed from when the use of the first
storage device is stopped, and when the first storage device is
not replaced by the time a fixed time elapses, generates the
data stored in the first storage device, and stores the data in the
spare storage device.

16. The storage control method according to claim 13,
wherein, in the case where error scores corresponding to all
the storage devices other than the first storage device of the
plurality of storage devices are less than the predetermined
value when the use of the first storage device is stopped, the
determining a timing to perform the rebuild processing moni-
tors the occurrence of an error in the storage devices other
than the first storage device of the plurality of storage devices,
and when an error occurs before the replacement of the first
storage device is detected, generates the data stored in the first
storage device, and stores the data in the spare storage device.

17. The storage control method according to claim 16,
wherein the monitoring the occurrence of an error in each of
the plurality of storage devices is performed by periodically
inspecting whether an error has occurred in each of the plu-
rality of storage devices, and

the storage control method further includes, in the case

where error scores corresponding to all the storage
devices other than the first storage device of the plurality
of' storage devices are less than the predetermined value
when the use of the first storage device is stopped, short-
ening the interval between the inspections of the occur-
rence of an error compared to the interval before the
stoppage of the use of the first storage device until the
first storage device is replaced.

18. A storage system comprising:

a plurality of storage devices including a first storage

device;

a spare storage device to be used in place of any of the

plurality of storage devices; and
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a control device that controls data recording in the storage
devices so that data be recorded redundantly in different
storage devices, the control device including a processor
that performs a procedure including:
monitoring errors in each of the storage devices and
registering error information in an error score table in
a memory to record past errors, within a settable time
limit in the storage devices; and

determining, when use of the first storage device is
stopped, whether to either generate in the spare stor-
age device the data originally stored in the first storage
device or detect removal of the first storage device
from the storage system and subsequent mounting of
a new storage device as a replacement therefor and
then generate, in the new storage device instead of the
spare storage device, the data originally stored in the
first storage device, based on the error information
indicating the past errors in other storage devices than
the first storage device.

19. A storage control apparatus that controls data recording
in a storage system formed from a plurality of storage devices
and a spare storage device, the plurality of storage devices
including a first storage device, so that data be recorded
redundantly in different storage devices, the storage control
apparatus comprising:

a processor that performs a procedure including:

monitoring errors in each of the storage devices and
registering error information in an error score table in
amemory to record past errors in the storage devices,
within a settable time limit; and

determining, when use of the first storage device is
stopped, whether to either generate in the spare stor-
age device the data originally stored in the first storage
device or detect removal of the first storage device
from the storage system and subsequent mounting of
a new storage device as a replacement therefor and
then generate, in the new storage device instead of the
spare storage device, the data originally stored in the
first storage device, based on the error information
indicating the past errors in other storage devices than
the first storage device.
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